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Abstract

Distributed Denial-of-Service (DDoS) attacks continue to pose a critical threat to network infrastructure, necessitating
robust, advanced and efficient detection systems. This study explores the application of deep learning (DL) models, specifically
DNN, DCNN, CNN-LSTM, and CNN-BILSTM, into intrusion detection systems (IDS) to enbance their ability to detect
and classify diverse DDoS' attacks. Utilizing the CICDDoS2019 dataset, a comprebensive pre-processing pipeline was applied,
including feature elimination, duplicate and Zero-value removal and downsampling to address class imbalance. The dataset was
partitioned into binary and multiclass tasks, and two feature sets were analysed: a 70-feature baseline set and a 25-feature tinse-
based set. Experiments were conducted across three scenarios: binary classification (DDoS vs. benign), 12-class attack detection,
and 13-class classification (attacks + benign). Key findings demonstrate the integration of time-based features significantly enhanced
detection precision for stealthy, low-rate attacks such as UDPLag (F1 = 0.99%), detection recall from 0.9965 to 0.9998 and
effectively resolved false positives for attacks like Portmap. CNIN-BIL.STM showed superior performance in capturing temporal
dependencies, particularly for time-sensitive attacks, achieving 0.99% F1-score (13-class) with 20% FP reduction for UDPLag
due 1o ifs bidirectional processing capability. The study underscores the importance of temporal feature engineering and the superiority
of hybrid deep learning models for robust and scalable DDoS intrusion detection. The findings contribute to advancing deep
learning-based 1DS frameworks, ensuring improved resilience against evolving cyber threats.

Keywords: Deep 1 earning, CICDD0oS2019, Cybersecurity, DDoS detection, time-based features, multiclassification.

1.0 Introduction

As reliance on online services grows, cybersecurity threats, particularly Distributed Denial of Service (DDoS)
attacks, pose increasing risks to the availability and reliability of critical infrastructure. Cybersecurity involves
protecting systems, networks, and data from unauthorized access or damage, with Intrusion Detection Systems
(IDS) playing a pivotal role in identifying suspicious activities [1]. Among these threats, DDoS attacks stand out
for their capacity to exhaust system resources by flooding them with traffic from multiple sources, disrupting
service availability [2].

Traditional network infrastructures, even when designed while anticipating unexpected traffic, are frequently

inadequate against the scale and complexity of today’s DDoS attacks [3]. These attacks exploit vulnerabilities in
protocols, applications, and increasingly, insecure Internet of Things (IoT) devices. With the number of connected
IoT devices expected to double by 2030, the surface for potential attacks is rapidly expanding.
Existing IDSs primarily employ signature-based or anomaly-based detection. Signature-based systems are effective
for known threats but struggle with zero-day attacks. Anomaly-based systems can detect novel threats by
identifying deviations from normal behaviour but are prone to high false positives. Hybrid approaches attempt to
balance these strengths and weaknesses [4]. However, they still face challenges in scalability and efficiency,
especially as cyberattacks become more diverse and complex.

Network Intrusion Detection Systems (NIDSs) serve as critical components in monitoring and identifying
network-level threats, including DDoS attacks, by analysing traffic patterns across entire networks [5]. However,
many conventional NIDS approaches still rely heavily on handcrafted features and static detection rules, which
restrict their flexibility and responsiveness in the face of rapidly evolving cyber threats. This limitation is
particularly problematic in addressing DDoS attacks, which have grown more sophisticated in scale, distribution,
and execution, exploiting not only traditional vulnerabilities but also the vast and growing ecosystem of IoT
devices [3].

To address these limitations, machine learning and deep learning have emerged as promising alternatives.
Deep learning models, particularly Deep Neural Networks (IDNNs), are capable of automatically learning complex
data patterns and generalizing well to new threats. Their ability to extract meaningful features from raw data makes
them ideal for detecting sophisticated cyberattacks. However, the performance of these models is highly
dependent on the selection of relevant input features. Despite advances most detection systems overlook temporal
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features, such as packet inter-arrival time, flow duration, and sequence patterns, which can provide critical insights
into DDoS behaviour. Studies such as [6]. have shown that time-based features can be effective in identifying
complex traffic types, such as Tor traffic, and may hold similar potential for DDoS detection. Feature selection
remains a persistent challenge, with redundant or irrelevant features reducing performance and increasing
computational costs.

Therefore, this study proposes deep learning models enhanced with curated time-based features to improve
the detection and classification of DDoS attacks. By incorporating temporal dynamics and reducing irrelevant
features, the goal is to increase detection accuracy, reduce false alarms, and enable the classification of diverse
attack types, particularly those that mimic legitimate traffic.

2.0 Review of Related works

Numerous studies have employed vatrious machine learning techniques, including both traditional and deep
learning methods, to tackle network security challenges such as DDoS detection and classification of different
attacks categories effectively. With advancement in technology, there has been a notable shift toward deep learning
approaches. Consequently, the analysis and classification of network traffic before an attack occurs play a crucial
role in preventing such attacks [21] but the use of deep learning seems to be more successful than the use of
shallow machine learning, as deep learning model includes feature extraction and classification processes in its
structure [22]. Therefore, notable advancement in the field includes the following.

The authors in [23] introduced DDoSNet, a DDoS detection system designed for Software Define Network
(SDN)environments and trained on the CICDDo0S2019 dataset. DDoSNet leveraged RNN, optimized for
sequential data, combined with an autoencoder, which encodes and decodes input data to assist in noise reduction
and anomaly detection. The system achieved a 99% accuracy and an AUC of 98.8%, significantly outperforming
the classical machine learning models used for comparison. Binary Classification was used for the detection and a
total of 207,673 sample were used for training and validation.

The study in [24] proposed an architecture that combines tensor-based Multidimensional Signal Processing
(MuDe, i.e., Multiple Denoising) techniques with supervised machine learning algorithms to enhance DDoS attack
detection. Their extended MuDe approach effectively reduces noise in detection datasets through pre-processing
and data splitting. The denoised datasets were validated using ADB, LDA, LR, and RF models, achieving
accuracies of 98.40%, 98.54%, 98.70%, and 98.78%, respectively. However, the study was limited to binary
classification, involved a relatively small number of data instances, and did not utilize aggregated feature sets. The
datasets used were CIC-DD0S2019 and NSL-KDD.

Also, the work from [25] proposed using the CIC-DD0S2019 dataset flow-based features, sought to enhance
DDoS attack detection by developing a deep learning model aimed at achieving higher accuracy than traditional
machine learning approaches. They utilized DNN and LSTM architectures for identifying DDoS attacks.
However, among the 13 attack types in the CIC-DDo0S2019 dataset, the authors did not specify which attacks or
how many samples were used in their binary classification experiments. Furthermore, they did not provide details
on the methods used for attribute selection, sample preparation, or the dataset size employed in their study.

The authors in [26] developed a deep learning-based intrusion detection system (IDS) capable of detecting
DDoS attacks with high accuracy and low false-positive rates. The system was evaluated in terms of both detection
and real-time performance. To prepare the dataset, they applied several pre-processing steps, including feature
elimination, random selection, duplicate removal, feature selection using Information Gain Attribute Evaluation,
and normalization. The proposed CNN model achieved an accuracy of 99.30%, outperforming the baseline
models DNN (96.77%), CNN (98.34%), and LSTM (94.08%).

The authors in [27] reviewed and developed three deep learning models, CNN, RNN, and DNN, for detecting
cyber threats in Agriculture IoT Networks using anomaly-based Intrusion Detection Systems (IDS) The models
were evaluated with excellent average accuracy of 99.9% and 95.12% for binary and multiclass classification
respectively. Their work included a performance evaluation and comparative analysis of machine learning and
deep learning approaches for cybersecurity in the context of Agriculture 4.0. using two real traffic datasets: the
CIC-DD0S2019 dataset and the TON_IoT. The authors utilized a limited number of datasets.

The research in [28] a Deep Neural Network (DNN) model was developed using a sample of packets collected
from network traffic to optimize the detection of DDoS attacks on the CIC-DDo0S2019 dataset through traffic
classification. The DNN model integrates both feature extraction and classification algorithms within its
architecture, with layers that self-update during training. Two datasets were extracted from CIC-DDo0S2019 and
demonstrated effective performance. However, the study was limited to binary classification, achieving an accuracy
of 99% on Dataset 1 and 94% on Dataset 2.

Research by [29] developed Chronos, a DDoS detection system utilizing an Autoencoder neural network
trained on 20 time-based statistical features generated using TShark and Kitsune [30] Their study specifically
investigated the impact of time window selection on feature effectiveness. They defined their time-based features
as "statistical data on a subset of packets collected during a particular time interval." The model demonstrated
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exceptional performance (>99% precision, recall, and F1-score) for most DDoS attack types. Furthermore, the
authors argued that flow-based and packet-based features are insufficient for effective anomaly detection. It should
be noted that their definition of "time-based features" differs from ours and [31], which focus on temporally
related statistics of traffic flows within fixed intervals. Additionally, their claim regarding the insufficiency of
flow/packet features, detived from a limited range of tested classifiets, contradicts findings in other reseatch,
including our own work and studies summarized in Table 2.1.

The work by [31] highlighted a gap in existing literature, where feature subsets are typically selected through
feature selection algorithms or the entire feature set is used, with limited research addressing time-based features
and classification across multiple DDoS attack types. To address this, the researchers proposed and evaluated the
effectiveness of 25 time-based features from the CICDDo0S2019 Datasets, for successfully detecting and
classifying 12 types of DDoS attacks, using both binary and multiclass classification methods. They conducted
experiments to compare the performance of nine classical machine learning classifiers, LGBM, XGB, ADA, RF,
KNN, LD, GNB, SVM, and a DNN model. The DNN model was trained and tested in their research using a
standard configuration. However, The DNN achieved an accuracy of 98% for binary classification and 63% for
multiclass classification in the control experiment using 70 features. In comparison, the DNN's accuracy for time-
based features, using only 25 features, reduced to 69% for binary classification and 49% for multiclass
classification.

Also, the work by [32] aims to develop a high-performance intrusion detection model with a low false alarm
rate, high accuracy, and moderate training time, leveraging the strengths of existing cybersecurity techniques. The
authors propose a deep hybrid CNN-LSTM model and compare its performance against Stacked Long Short-
Term Memory (S-LSTM) and DeepCNN algorithms. To validate their approach, they utilized three datasets:
CICIDS2017, CICDDo0S2019, and Bot-IoT. The study achieved accuracies of 0.8853 for S-LSTM, 0.9550 for
CNN-LSTM, and 0.9209 for CNN in multiclass classification of DDoS attacks in flow-based networks. The hybrid
CNN-LSTM model outperformed the other models, demonstrating its effectiveness in addressing the complex
challenges of flow-based DDoS attack detection within flow-based NIDS systems. This makes it a valuable tool
for intrusion detection and prevention. However, the study was limited by the small number of samples and attack
types used from each dataset for classification.

The work in [33] aims to develop, compare, and evaluate deep learning (DL) and machine learning (ML)
techniques for cyber defence, with a focus on demonstrating the superior accuracy of DL models over traditional
ML approaches. The authors claim that the LSTM model was selected as the optimal choice for both feature
selection and extraction. However, multiple studies, including [17], have demonstrated that CNN-based
architectures often outperform LSTM in this context. Additionally, their study did not transparently specify the
features used or removed, making it difficult to directly compare their feature selection process with the one used
in this research.

The authors in [34] developed a system comprises two modules: detection and defence. The detection module,
utilizing a Long Short-Term Memory (LSTM) deep learning model, achieved 99.83% accuracy in identifying DDoS
attacks on the CICDDo0S2019 dataset. The defence module activates protective mechanisms to secure cloud
systems when attacks are detected. This study introduced the LSTM-CLOUD approach, a signature-based method
for DDoS attack detection and mitigation in public cloud environments, though it uses a binary classification
approach.

The research from [35] focuses on data pre-processing to provide comprehensive test results by employing
six classifier models for both binary and multi-class classification, including two hybrid models. These models
were optimized using appropriate pre-processing techniques and systematic hyperparameter tuning. The authors
achieved high detection performance with their classifiers. However, the CSE-CIC-IDS2018 dataset, which is
outdated, does not reflect current DDoS security threats and is highly imbalanced, with benign samples making
up 87.22% of the total, while the remaining 12.78% is distributed across six different attack types.

The study in [36] compared the performance of RNN, CNN, and LSTM models against a proposed hybrid
CNN-BiLSTM model. These models were implemented, tested, and evaluated to assess their effectiveness in
detecting DDoS attacks within an IoT environment, with the goal of identifying the most accurate model for
distinguishing DDoS traffic from legitimate traffic. The results showed that the CNN-BiLSTM model achieved
an accuracy of 99.76%, while the LSTM, RNN, and CNN models each achieved accuracy above 99.50%, except
for CNN. However, the study used binary classification and did not report the number of instances analysed.
Furthermore, the CICIDS2017 dataset used is outdated and may not adequately reflect current security threats
relevant to DDoS detection and classification.

The work in [37] proposed develop an effective and adaptable intrusion detection system using a hybrid CNN-
LSTM model for detecting DDoS attacks. The authors employed the Pearson correlation coefficient to select six
features with the highest correlation and used this feature set for classification in a nine-class multiclass setting.
However, the study was limited by a small sample size, which impacted the performance of the LSTM model.
Among the six attack classes analysed, UDP attacks had a detection rate of 0.00% for precision, recall, and F1-
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score. Other attack classes achieved detection rates below 80%, except for normal traffic, which attained a
precision of 99%. Portmap and SYN attacks performed relatively better, reaching recall rates of 86% and 81%,
respectively.

The proposed DAE (LSTM-CNN 2D) model aims to detect all types of DDoS attacks and their subcategories
targeting Cloud, Fog, or Edge nodes by analysing IoT network traffic. It integrates CNN, LSTM, and autoencoder
models in both parallel and cascaded configurations, forming a sophisticated detection architecture. Evaluated on
the CICDDo0S2019 dataset (totalling 186,548 samples), the model achieved a detection rate of 71.42%, global
accuracy of 80.75%, average accuracy of 73.46%, and a false alarm rate of 0.04%. While the model used a large
number of instances and demonstrated strong performance, its complexity and high computational demands may
limit its practicality for deployment on Fog, Edge, or even Cloud nodes.

The work in [39] developed a convolutional neural network (CNN) model for detecting DDoS attacks in
Software-Defined Networks (SDNs). Since training a deep neural network on raw features is computationally
intensive, they employed continuous wavelet transform (CWT) for feature extraction. Their analysis revealed that
the frequency of unique source and destination IPs relative to the total packet count fluctuates over time. By
applying CWT to these features, they generated two distinct two-dimensional representations, which were then
fed into the CNN for classification. Upon detecting an attack, the model implemented traffic restriction measures
for the target destination IP. The proposed approach outperformed existing methods, achieving an accuracy of
99%.

The research in [40] proposed a method for detecting DoS and DDoS attacks in IoT environments using the
ResNet18 deep learning architecture Their approach involved converting network traffic data features into image
representations, which were then used to train ResNet18. The model was trained to classify 11 types of attacks
along with benign traffic and achieved a 92% F1-score when evaluated using BN, Bagging, KNN, and SMO
classifiers.

3.0 Methodology

This chapter presents the framework used to evaluate the proposed deep learning model for network intrusion
detection and classification, as illustrated in Figure 1. To meet the research objectives, a structured methodology
was adopted to guide the study using standardized procedures. These procedures encompass data acquisition, pre-
processing, model selection, classification and evaluation. Each step was carefully designed to ensure the
effectiveness of the deep learning models in detecting and classifying DDoS attacks.
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Figure 1: Framework for the proposed model

3.1 Data Selection

In this study, we utilized the CIC-DdoS2019 datasets [41], authors from Canadian Institute for Cybersecurity,
a reputable institution with extensive experience in creating datasets on cyber attacks reviewed the current DDoS
datasets and discussed their shortcoming, they define a new test bed by designing and implementing attack network
and victim network and proposed improvements over the limitations of the current datasets for DDoS attacks to
evaluate IDS and IPS methods and systems [31].
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The CIC-DDo0S2019 dataset consists of 70,427,637 instances, comprising 70,313,809 entries for DDoS attack
categories and 113,828 entries for benign traffic. These account for 99.84% and 0.16% of the total 70 million
samples, respectively, as detailed in Table 1. The dataset was collected over a period of 2 days.

Table 1: Number of Benign and Malicious Sample in CICDDo0S2019 dataset

Day Extracted Attack Type Benign Sample Malicious Sample Total % of Benign
1st Day DNS.csv 3402 5071011 5074413 0.07
1st Day DrDoS_LDAP.csv 1612 2179930 2181542 0.07
1st Day DrDoS_MSSQL.csv 2006 4522492 4524498 0.04
1st Day DrDoS_NetBIOS.csv 1707 4093279 4094986 0.04
1st Day DrDoS_NTP.csv 14365 1202642 1217007 1.18
1st Day DrDoS_SNMP.csv 1507 5159870 5161377 0.03
1st Day DrDoS_SSDP.csv 763 2610611 2611374 0.03
1st Day DrDoS_UDP.csv 2157 3134645 3136802 0.07
1st Day Syn.csv 392 1582289 1582681 0.02
1st Day TFTIP.csv 25247 20082580 20107827 0.13
1st Day UDPLag.csv 3705 366900 370605 1
2nd Day LDAP.csv 5124 2108110 2113234 0.24
2nd Day MSSQL.csv 2794 5772992 5775786 0.05
2nd Day NetBIOS.csv 1321 3454578 3455899 0.04
2nd Day Portmap.csv 4734 186960 191694 2.47
2nd Day Syn.csv 35790 4284751 4320541 0.83
2nd Day UDP.csv 3134 3779072 3782206 0.08
2nd Day UDPLag.csv 4068 721097 725165 0.56
Total 113828 70313809 70427637 0.16

The CICDDo0S2019 meets the key requirements for a valid dataset in cybersecurity traffic analysis. These
requirements include anonymity, heterogeneity, a wide range of attack types, comprehensive interactions, full
traffic capture, complete network configuration, availability of protocols, comprehensive traffic data, metadata,
feature sets, and proper labelling. Many related studies have conducted experiments using the CIC-DDo0S2019
dataset, making our results more directly comparable to those in the literature. Each entry contains 88 features.
The dataset categorizes attacks into two main branches: Reflection-based DDoS and Exploitation-based DDoS.
Within these branches, labelling is conducted across 12 different classes based on protocol, as illustrated in Figure
2.

DDoS
Attacks

4
Reflection-Based Y
Attacks Exploitation-Based
Attacks

SSDP DNS TFTP UDP FLOOD

R —

NTP NETBIOS LDAP SYN FLOOD

R —

PORTMAP SNMP MSSQL UDP LAG

Figure 2: The 12 DDoS attacks are reflection or exploitation-based

Similarly, the 12 types of DDoS attacks; MSSQL, SSDP, SYN Flood, PORTMAP, DNS, LDAP, NETBIOS,
SNMP, TFTP, NTP, UDP Flood, and UDP-Lag - are classified based on the protocol they utilize: Transmission
Control Protocol (TCP), User Datagram Protocol (UDP), or both TCP/UDP, as shown in Figure 3. Or if they
can be executed using either protocol [41].
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Figure 3: The 12 DDoS attacks categotized by TCP/UDP protocol

TCP is a connection-oriented protocol, requiring an established connection between devices before data
transmission can occur. Once the transmission is complete, the connection is terminated. This protocol ensures
reliability by providing acknowledgment of data, ensuring packets are delivered in order, and retransmitting lost
packets, making it more dependable than UDP [42]. In contrast, UDP operates without establishing a reliable
connection, offering only basic error checking. While some packets may be lost, UDP is significantly faster than
TCP [43]. These distinctive protocol characteristics play a crucial role in effectively classifying DDoS attacks.

3.3 Dataset Pre-Processing

Data pre-processing is performed prior to training and testing the model [44]. This step is crucial as it extracts
valuable insights from raw data and transforms them into a suitable format, enhancing the model's learning
capability [45]. Proper pre-processing enhances model generalization, improves classification accuracy, and
mitigates biases in the learning process, based on the dimensionality of the selected data containing millions of
samples we have analysed and validated for further feature engineering as follows.

3.3.1 Feature Elimination and Duplicate Removal

Attributes deemed unimportant, such as infinity, null, duplicate or zero values, has been removed from the
dataset. Nine features contain only zero values across all samples [24]. Since columns filled entirely with zeros do
not contribute to the model's performance, they will be excluded. Additionally, column that lacks meaningful
features or its contribution to the dataset's quality cannot be verified will be removed. Finally, all string features
are eliminated because lacks values and cannot be used for classification.

3.3.2 Feature Scaling (Standardization)

Feature scaling Equation (1) is essential for deep learning architectures to enhance model performance. The
dataset was pre-processed using Standard Scaler to standardize the input values, ensuring that features are centred
around zero with unit variance. This process reduces the likelihood of gradient-related issues, such as vanishing
or exploding gradients during training, leading to a more stable and efficient training process. Scaling the input
data ensures that all features contribute equally to the learning process, eliminating biases caused by large disparities
in feature scales. Standardization aligns the input feature range with the optimal operating range of activation
functions like sigmoid and hyperbolic tangent (tanh). This pre-processing step facilitated faster convergence,
improved model accuracy, and enhanced optimization.

_x-u
Xscaled =~ @
where p is the feature mean and o is the standard deviation, ensures uniform scaling across all features, which is
critical for the performance of neural networks."

3.3.3 Downsampling

Downsampling was applied to address the severe class imbalance in the dataset, where benign samples
constituted less than 1% of the total. Without balancing, a classifier could incorrectly label all samples as DDoS
and still achieve an accuracy exceeding 99% [31]. Additionally, downsampling was necessary to ensure manageable
training times and to overcome memory constraints on a standard desktop computer.
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We extracted Six (6) subsets from the pre-processed dataset for our experiments, Baseline subsets with 70
features and Time-based with 25 features each for; Binary (DDoS-vs-Benign); Multiclass (12 attacks only);
Multiclass (12 attacks + Benign sample) — 13 class.

Table 2: Features from CICDDo0S2019 Dataset
CICDDo0S2019 Features

Average Packet

Init_Win_bytes_forwar

Unnamed Fwd Packet Length Min Fwd IAT Std Bwd Packets/s Size d
Flow 1D ol Brete Lagin Fwd IAT Max Min Packet Length Avg Fwd act_data_pkt_fwd
Mean Segment Size
. Avg Bwd . .
Soutrce IP Fwd Packet Length Std Fwd IAT Min Max Packet Length . min_seg_size_forward
Segment Size
Source Port Bwd Packet Length Bwd IAT Total Packet Length Fwd Header Active Mean
Max Mean Length.1
L . Fwd Avg .
Destination IP Bwd Packet Length Min ~ Bwd IAT Mean Packet Length Std Active Std
Bytes/Bulk
Destination Port R et Bwd IAT Std Packct- Length Inbound Active Max
Mean Variance
Fwd Avg . .
Protocol Bwd Packet Length Std Bwd IAT Max FIN Flag Count Packets/Bulk Active Min
Total Length of Flow Bytes/s Bwd IAT Min SYN Flag Count 1o AAvg Bulk Idle Mean
Bwd Packets ’ Rate
. Bwd Avg
Flow Duration Flow Packets/s Fwd PSH Flags RST Flag Count Bytes/Bulk Idle Std
Total Fwd Bwd Avg
Packets Flow IAT Mean Bwd PSH Flags PSH Flag Count Packets/Bulk Idle Max
Total Backward Flow IAT Std Fwd URG Flags ~ ACK FlagCount  DVo2wvEBulk Idle Min
Packets Rate
Total Length of Flow IAT Max Bwd URG Flags  URG Flag Count  Uniow Fwd SimillarHTTP
Fwd Packets Packets
Timestamp Flow IAT Min Fwd Header Length ~ CWE Flag Count Subg(;\tstWd Label
L, b e Fwd IAT Total Bwd Header Length  ECE Flag Count Selollow Biord
backward Packets
Fwd Packet . Subflow Bwd
ength Max Fwd IAT Mean Fwd Packets/s Down/Up Ratio Bytes

3.3.4 Baseline and Time-Based Feature Selection

The baseline 70 Features Set, includes all numerical attributes derived after eliminating 18 unwanted features
from Table 2. In contrast, the time-based 25 Feature Set, as shown on Table 3, consists exclusively of temporal
attributes, selected from the baseline features, inspired by prior research on network traffic analysis time-based
features have been widely used in identifying traffic anomalies and detecting cyber threats [6], [46]. By increasing
the dataset’s dimensionality through the inclusion of baseline features, the study aims to evaluate the efficacy of
time-based features for DDoS classification. time-based features capture temporal patterns in network traffic,
which are crucial for distinguishing between normal and malicious behaviour.

Table 3: Time-based feature set

Time-Based Features

Flow Duration Flow IAT Max Fwd IAT Max Bwd IAT Max Active Min
Flow Bytes/s Flow IAT Min Fwd IAT Min Bwd IAT Min Idle Mean

Flow Packets/s Fwd IAT Total Bwd IAT Total Active Mean Idle Std

Flow IAT Mean Fwd IAT Mean Bwd IAT Mean Active Std Idle Max
Flow IAT Std Fwd IAT Std Bwd IAT Std Active Max Idle Min

3.4 Datasets Distribution for Classification

3.4.1 Binary Class Dataset (Benign vs DDoS)

The Binary Classification, referred to as the DDoS-vs-Benign dataset, consists of 112,731 processed benign
samples. To balance the dataset, an equal proportion of benign instances was extracted for each of the 12 DDoS
attack types, selected at random. The DDoS samples were distributed equally among the attack types. As a result,
the binaty classification dataset comprises a total of 225,462 samples, maintaining a 50/50 split between benign
and malicious samples. The baseline of 70 features and time-based of 25 features was created successfully.
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3.4.2 Multiclass Dataset (Attacks Only)

Two datasets were created for the multiclass classification experiments. The first is the "Attacks-Only" dataset,
which excludes the benign class. This dataset consists of 177,197 samples per attack type, downsampled to match
the number of Portmap attack instances in the pre-processed dataset. In total, the dataset contains 2,126,364

samples. Both the baseline and time-based feature datasets were generated for this scenario, as outlined in Figure
4.

12 Attacks

(12 Class)

Mo. of Instances

:
AR

DNS LDAP MSSQL NetBIOS NTP  SNMP  SSDP uDpP Syn TFTP UDPLag Portmap
Attack Types

Figure 4: Multiclass distribution — 12 class (12 attacks only)

3.4.3 Multiclass Dataset (12 Attacks + Benign)

Secondly, the "Attack + Benign" dataset was created, comprising a total of 1,465,503 instances across 13
classes. This dataset was generated by including an equal proportion of 112,731 benign samples along with an
equal number of samples from each of the 12 attack types. Similarly, both the baseline and time-based feature
datasets were generated for this scenario, as outlined in Figure 5.

12 Attacks + Benign

(13 Class)

120000

\

100000

No. of Instances

g
AR

BEMIGN DNS LDAP MSSQL NetBIOS NTP SNMP  SSDP upp Syn TFTP UDPLag Portmap
Attack Types

Figure 5: Multiclass distribution — 13 class (12 attacks + Benign)
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3.5 Experimental Setup

The experiments were conducted on the Google Colab platform using NVIDIA Tesla V100 GPUs. As a
result, metrics such as training time may vary when replicating the experiments on different hardware
configurations. All models were implemented in TensorFlow 2.8 using the Keras API within a Jupyter Notebook
environment. Prior to training, the input data was standardized to improve model convergence. A validation set
comprising 20% of the training data was used to monitor performance during training. Early stopping was
employed to prevent overfitting, with the best model weights automatically restored upon termination.3.6
Evaluation Metrics

Evaluating the performance of a Network Intrusion Detection System (NIDS) for Distributed Denial of
Service (DDoS) attack detection is a critical step in understanding its effectiveness. The performance is assessed
using confusion matrix indicators, which provides a detailed view of the system's classification outcomes, such as
true positives (correctly identified attacks), true negatives (correctly identified benign traffic), false positives
(benign traffic misclassified as attacks), and false negatives (attacks misclassified as benign) [47].
The following metrics, derived from the confusion matrix, are widely used in research and practical applications
to evaluate NIDS performance:

3.7 Metrics Derived from the Confusion Matrix
The following metrics, widely used in DDoS detection research, are calculated based on the confusion matrix:

Accuracy: Measures the overall correctness of the model by considering both true positives and true negatives
relative to all instances. As seen in Equation. (2), while it is a standard metric for classification models, accuracy
may not always be reliable in imbalanced datasets where the majority class dominates [48].

TP+TN

Accuracy = —————— @
TP+TN+FP+FN

Precision: Also known as the Positive Predictive Value (PPV), it reflects the ratio of correctly identified DDoS
attacks to all instances predicted as attacks. Demonstrated in Equation (3). High precision indicates fewer false
alarms and is especially critical in operational environments [49].

TP

Precision (PPV) = TPIFP 3

Recall (Sensitivity): This metric, indicated in Equation. (4), quantifies the system's ability to detect actual attacks,
making it crucial in scenarios where missing an attack has significant consequences [47].

TP

Recall (Sensitivity/ TPR/DR) = —— @

Specificity: The proportion of benign traffic correctly classified, as shown in Equation (5), specificity
complements recall by assessing the system's ability to avoid false positives [47].

TN

Specificity (TNR) =——— )

F1-Score: As shown in Equation (6), the harmonic mean of precision and recall, particularly useful in scenarios
where the dataset is imbalanced, such as DDoS detection, where malicious traffic may dominate or be under-
represented [49].

2*Precision*Recall
F1 — Score = 6)

Precision+Recall

4.0 Result

This section presents the outcomes of the experiments conducted to evaluate the performance of four deep
learning models, DNN, DCNN, CNN-LSTM, and CNN-BiLSTM, on the CICDDo0S2019 dataset. The models
were assessed using both 70 baseline features and 25 timebased features across three main experimental scenarios:
binary classification, multiclass classification (12 attacks), and multiclass classification (13 classes including benign
traffic).

The study systematically organizes the findings into three experiments namely; Experiment A, Experiment B,
and Experiment C, each comprising two events (Event I for 70 baseline features and Event 11 for 25 time-based
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features). The evaluation compares the performance of four models: DNN, DCNN, CNN-LSTM, and CNN-
BiLSTM to assess their classification capabilities.

4.1. Experiment A: Binary Classification (Benign vs. DDoS)
4.1.1. Event I: Baseline 70 Features

All models achieved near-perfect performance as depicted in Table 4. DCNN attained flawless classification
having 100% both in accuracy, recall and F1-score, with zero FP or FN. DNN and CNN-LSTM followed closely
~99.99% accuracy and Fl-score, each exhibiting 1 benign FP and 1 DDoS FN.

Table 4: Result for Experiment A - Event I and Event 11

Recall Specificity Precision F1 Score Accuracy

Model Class : - - - - : : - - -
Baseline Time-based Baseline Time-based Baseline Time-based Baseline Time-based Baseline Time-based

DNN  Benign 1 1 0.9999 0.9998 0.9999 0.9998 0.9999 0.9999 0.9999 0.9999
DDoS  0.9999 0.9998 1 1 1 1 0.9999 0.9999 0.9999 0.9999
DCNN  Benign 1 1 1 0.9999 1 0.9999 1 0.9999 1 0.9999
DDoS 1 0.9999 1 1 1 1 1 0.9999 1 0.9999
ICSNTﬁ/i Benign 1 0.9999 0.9999 0.9998 0.9999 0.9998 0.9999 0.9999 0.9999 0.9999
DDoS  0.9999 0.9998 1 0.9999 1 0.9999 0.9999 0.9999 0.9999 0.9999

CNN- .
BILSTM Benign  0.9998 1 1 0.9992 1 0.9992 0.9999 0.9996 0.9999 0.9996
DDoS 1 0.9992 0.9998 1 0.9998 1 0.9999 0.9996 0.9999 0.9996

CNN-BIiLSTM showed marginally lower recall of 99.98% and specificity of 99.98%, with 2 benign FPs and 2

DDoS FNs. Confusion matrices Figure 6. highlighted its zero FPR and FNR.
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Figure 6: Confusion Matrices for Experiment A - Event I
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4.1.2. Event II: Time-Based 25 Features

DCNN maintained dominance having 99.99% accuracy and Fl-score Table 1, with 1 benign FP and 1 DDoS
FN and FPR of 8.91e-05. DNN matched this performance, while CNN-LSTM showed balanced errors of 3
benign FPs, 2 DDoS FNs. CNN-BiLSTM exhibited reduced specificity 99.92% and accuracy of 99.96%, with 8
benign FPs and 8 DDoS FNs while both having FPR and FNR of 0.000713, as shown in Figure 7.
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Figure 7: Confusion Matrices for Experiment A - Event I1

4.2. Experiment B: Multiclass Classification (12 Attack Types)
4.2.1. Event I: Baseline 70 Features

With 12 attack categories as individual classes, DCNN again outperformed other models, achieving near-
perfect recall and precision for nearly all attack types as shown on Table 5. However, some exceptions were

observed with LDAP and UDP, which LDAP had lower recall values of 0.9866 in DCNN model.

Table 5: Result for Experiment B — Event I & Event II (12 Class)

Recall Specificity Precision F1 Score Accuracy
Model Attack Type Baseline Time-based Baseline Time-based Baseline Time- Baseline Time- Baseline Time-
based based based
DNN DNS 0.9955  0.9972 0.9997 0.9999 0.9972 09986  0.9963  0.9979  0.9994  0.9997

LDAP 0.9969  0.9983 0.9995 0.9995 0.9941 0.9948  0.9955 0.9965 0.9992  0.9994
MSSQL  0.9982  0.9974 0.9998 0.9998 0.9983  0.9982  0.9982 0.9978 0.9997  0.9996
NetBIOS  0.9994  0.9985 0.9999 0.9999 0.999 0.9985 0.9992 0.9985 0.9999  0.9999

NTP 0.9984  0.9985 0.9999 0.9999 0.9994  0.9985 0.9989 0.9985 0.9998  0.9998

SNMP 0.9991  0.9993 0.9999 1 0.9994  0.9997  0.9992 0.9995 0.9999  0.9999

SSDP 0.9997  0.9982 0.9999 0.9999 0.999 0.9992  0.9993 0.9987 0.9999  0.9999

UDP 0.9949  0.9993 0.9999 0.9997 0.9989  0.9966  0.9969 0.998 0.9995  0.9995

Syn 0.9994  0.9992 0.9999 0.9997 0.9992  0.9973  0.9993 0.9982  0.9999  0.9999

TFTP 0.9979  0.9962 1 1 0.9998 0.9986 0.9989 0.9974 0.9998  0.9996

UDPLag 09987  0.9965 0.9996 1 0.9955 0.9997 0.9971 0.9981 0.9995  0.9995

Portmap 09993  0.9982 0.9998 0.9997 0.9976 0.9972 0.9985 0.9977 0.9997  0.9997

DCNN DNS 0.9998  0.9993 0.9988 1 0.9869 0.9994 0.9933 0.9993 0.9989  0.9999

LDAP 0.9866 0.999 0.9998 0.9998 0.9982 0.9983 0.9924 0.9987 0.9987  0.9998
MSSQL  0.9984  0.9988 0.9999 0.9999 0.999 0.999 0.9987 0.9989 0.9998  0.9998
NetBIOS  0.9997  0.9997 0.9999 0.9999 0.9993 0.9985 0.9995 0.9991 0.9999  0.9998

NTP 0.9991  0.9993 0.9999 1 0.9998  0.9995 0.9994 0.9994  0.9999  0.9999
SNMP 0.9995  0.9994 0.9999 1 0.9996  0.9995 0.9996 0.9994  0.9999  0.9999
SSDP 0.9997  0.9986 0.9999 1 0.9996  0.9999 0.9996 0.9992  0.9999  0.9999
UDP 0.9994  0.9962 0.9997 1 0.9962  0.9997  0.9978 0.9979 0.9996  0.9997

Syn 0.9996  0.9992 0.9999 0.9999 0.9996  0.9987  0.9996 0.9989 0.9999  0.9998
TFTP 0.9987  0.9973 0.9999 1 0.9997  0.9994  0.9992 0.9983 0.9999  0.9997

UDPLag  0.9962  0.9998 0.9999 0.9997 0.9997  0.9962  0.9979 0.998 0.9997  0.9997
Portmap  0.9994  0.9988 0.9999 0.9998 0.9984  0.9973  0.9989 0.998 0.9998  0.9997
CNN-LSTM DNS 0.9996  0.9999 0.9977 0.9987 0.9756 0.986 0.9874 0.9929 0.9979  0.9988
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Recall Specificity Precision F1 Score Accuracy
Model Attack Type Baseline Time-based Baseline Time-based Baseline Time- Baseline Time- Baseline Time-
based based based
LDAP 0.9749  0.9849 0.9998 0.9999 0.9978 0.999 0.9862 09919  0.9977  0.9987
MSSQL ~ 0.9977  0.9972 0.9999 0.9999 0.9988  0.9985  0.9983  0.9979  0.9997  0.9996
NetBIOS  0.9995  0.9998 0.9999 0.9995 0.9987  0.9941  0.9991 0.997 0.9999  0.9995
NTP 0.9984  0.9959 0.9999 0.9998 0.9996 0.998 0.999 0.9969  0.9998  0.9995
SNMP  0.9993  0.9982 0.9999 1 0.9996  0.9999  0.9994  0.9991  0.9999  0.9998
SSDP 0.9997  0.9974 0.9999 1 0.9993  0.9996  0.9995  0.9985  0.9999  0.9997
UDP 0.9985  0.9831 0.9999 1 0.9994  0.9995 0.999 0.9912  0.9998  0.9986
Syn 0.9997  0.9997 0.9999 0.9998 0.999 0.9979  0.9993  0.9988  0.9999  0.9998
TFTIP 0.9985  0.998 1 0.9999 0.9998 0.999 0.9992  0.9985  0.9999  0.9998
UDPLag  0.9993  0.999 0.9999 0.9985 0.9989  0.9837  0.9991 0.9913  0.9998  0.9985
Portmap  0.9997  0.999 0.9999 0.9997 0.9986 09971  0.9992 09981  0.9999  0.9997
CNN-
BILSTM DNS 0.9966  0.9761 0.9999 1 0.9984 09999 09975  0.9879  0.9996 0.998
LDAP 0.9972  0.9962 0.9997 0.9978 0.9965 09764  0.9969  0.9862  0.9995  0.9977
MSSQL ~ 0.9993  0.9952 0.9998 0.9996 0.9978  0.9961  0.9986  0.9957  0.9998  0.9993
NetBIOS  0.9994  0.9997 0.9998 0.9993 0.9975  0.9923  0.9985 0.996 0.9997  0.9993
NTP 0.9976  0.9933 0.9999 0.9996 0.9996 09955  0.9986  0.9944  0.9998  0.9991
SNMP  0.9995  0.9995 0.9999 0.9999 0.9998  0.9987  0.9997  0.9991  0.9999  0.9998
SSDP 0.9995  0.9982 0.9999 1 0.9992  0.9996  0.9994  0.9989  0.9999  0.9998
UDP 0.9872  0.9925 0.9999 0.9999 0.9996 09993  0.9934  0.9959  0.9989  0.9993
Syn 0.9994  0.9997 0.9999 0.9997 0.999 0.9965  0.9992  0.9981  0.9999  0.9997
TFTP 0.9981  0.9981 0.9999 0.9999 0.9996 09992  0.9989  0.9987  0.9998  0.9998
UDPLag  0.9998  0.9974 0.9989 0.9993 0.9878  0.9929  0.9937  0.9951 0.999 0.9992
Portmap ~ 0.9996  0.9982 0.9999 0.9999 0.9984  0.9985 0.999 0.9983  0.9998  0.9997

CNN-BIiLSTM exhibited solid performance but with higher variance in class-specific recall, especially for
UDP recall and UDPLag precision of 0.9872 and 0.9878 respectively. CNN-LSTM struggled slightly with LDAP
recall of 0.9749. Additionally, DCNN achieved 99.98% accuracy, followed closely by CNN-LSTM with 99.98%.
Confusion matrix Figure 8 — Figure 9 analysis confirmed DCNN’s superiority in minimizing FPR and FNR across

all classes for both the baseline and time-based features.
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Figure 8: Confusion Matrices for Experiment B - Event I

4.2.2. Event II: Time-Based 25 Features
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Time-based features further improved classification precision. DCNN maintained its lead, with perfect recall for
SSDP, SNMP, and TFTP attacks and minimal loss. Minor challenges remained with LDAP with recall of 0.999
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andUDP with 0.9962. CNN-LSTMachieved good accuracy but dropped slightly on DNS and LDAP detection.
CNN-BiLSTM saw a 3 — 5% improvement in F1-Score for complex temporal classes like UDPLag due to better
temporal context modelling. Therefore, time-based features boost model performance, particularly for slow-rate
attacks such as, UDPLag, which are harder to detect using spatial features alone.
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Figure 9: Confusion matrix for Experiment B - Event 11

4.3 Experiment C: Multiclass Classification (13 Classes)
4.3.1. Event I: Baseline 70 Features

Adding the benign class to the 12 attack types increased the complexity and dimensionality of the dataset.
However, DCNN still emerged as the top performer, with near-perfect results and perfect recall for benign and
SSDP traffic. The only notable drop occurred in Portmap recall with 0.9826.CNN-LSTM and CNN-BiLSTM
performed reasonably well but showed class-specific inconsistencies, particularly in LDAP, DNS, and UDPLag.
Despite the added complexity, all the models maintained accuracy above 99.98% as shown on Table 6.

Table 6: Result for Experiment C — Event I & Event II (13 Class)

Recall Specificity Precision F1 Score Accuracy

Model Class Baseline E::lz_ Baseline E::lz_ Baseline E::lz_ Baseline E::lz_ Baseline g:sr;z

DNN Benign 0.9998 0.999 0.99997 0.9999 0.9997 0.9988 0.9997 0.9989 0.99996 0.9998
DNS 0.9951 0.9949 0.99969 0.9997 0.9962 0.9966 0.9957 0.9957 0.99934 0.9994
LDAP 0.9955 0.9951 0.99951 0.9997 0.994 0.9959 0.9948 0.9955 0.9992 0.9993
MSSQL  0.9985 0.999 0.99981 0.9997 0.9977 0.9966 0.9981 0.9978 0.99971 0.9997
NetBIOS  0.9995 0.9988 0.99984 0.9999 0.9981 0.9985 0.9988 0.9987 0.99982 0.9998
NTP 0.9972 0.9986 0.99999 0.9999 0.9998 0.9985 0.9985 0.9985 0.99977 0.9998
SNMP 0.999 0.9996 0.99996 0.9999 0.9996 0.9984 0.9993 0.999 0.99989 0.9998
SSDP 0.9996 0.9982 0.99987 0.9998 0.9984 0.998 0.999 0.9981 0.99984 0.9997
uDP 0.9954 0.9957 0.99967 0.9997 0.996 0.9962 0.9957 0.9959 0.99934 0.9994
Syn 0.9997 0.9986 0.99985 0.9998 0.9982 0.998 0.999 0.9983 0.99984 0.9997
TFTP 0.9965 0.9961 0.99999 0.9998 0.9998 0.998 0.9981 0.9971 0.99972 0.9996
UDPLag  0.9959 0.9968 0.99972 0.9997 0.9967 0.997 0.9963 0.9969 0.99942 0.9995
Portmap  0.9995 0.9974 0.99975 0.9998 0.997 0.9974 0.9982 0.9974 0.99973 0.9996

DCNN Benign 0.9999 0.9995 1 0.9999 1 0.9985 0.9999 0.999 0.99999 1
DNS 0.9968 0.9852 0.99979 0.9999 0.9975 0.9994 0.9971 0.9922 0.99956 0.9988
LDAP 0.9972 0.9972 0.99973 0.9997 0.9967 0.9866 0.9969 0.9919 0.99953 0.9985
MSSQL  0.9997 0.9988 0.99993 0.9989 0.9992 0.9992 0.9994 0.999 0.99991 0.9998
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Recall Specificity Precision F1 Score Accuracy

Model Class Baseline E:;z_ Baseline E:;z_ Baseline E:;z_ Baseline E:;z_ Baseline g:sr;z
NetBIOS  0.9995 0.9999 0.99987 0.9999 0.9985 0.9988 0.999 0.9993 0.99984 0.9999
NTP 0.9987 0.9994 1 0.9999 1 0.9994 0.9993 0.9994 0.99993 0.9999
SNMP 0.9994 0.9993 1 1 1 0.9998 0.9997 0.9996 0.99995 0.9999
SSDP 0.9998 0.9997 0.99999 1 0.9993 0.9999 0.9995 0.9998 0.99994 0.9999
uDP 0.9962 0.9997 0.99987 0.9999 0.9997 0.9994 0.9979 0.9996 0.9997 0.9999
Syn 0.9989 0.9996 0.99988 0.9994 0.9824 0.9925 0.9906 0.996 0.99854 0.9994
TFIP 1 0.9998 0.99993 0.9998 0.9991 0.9972 0.9996 0.9985 0.99993 0.9998
UDPLag  0.9979 0.9974 0.99999 0.9999 0.9999 0.9991 0.9989 0.9982 0.99984 0.9997
Portmap  0.9826 0.9926 1 1 1 1 0.9912 0.9963 0.99864 0.9994

ESNFII\I/i Benign 0.9995 0.9999 0.99996 0.9993 0.9996 0.9916 0.9996 0.9957 0.99993 0.9993
DNS 0.9989 0.9918 0.9998 0.9981 0.9977 0.978 0.9983 0.9848 0.99973 0.9977
LDAP 0.9981 0.9763 0.99959 0.9999 0.9951 0.9992 0.9966 0.9876 0.99948 0.9981
MSSQL  0.996 0.9967 0.99988 0.9998 0.9986 0.9978 0.9973 0.9973 0.99957 0.9996
NetBIOS  0.9996 0.9874 0.99991 0.9998 0.9989 0.9971 0.9993 0.9922 0.99989 0.9988
NTP 0.9959 0.9996 0.99982 0.9988 0.998 0.9857 0.9969 0.9926 0.99983 0.9988
SNMP 0.998 0.9919 1 1 0.9997 1 0.9989 0.9959 0.99991 0.9999
SSDP 0.9974 0.9972 0.99996 0.9998 0.9996 0.9951 0.9985 0.9961 0.99992 0.999
uDP 0.9831 0.9899 0.99996 0.9982 0.9995 0.9783 0.9912 0.9841 0.99856 0.9975
Syn 0.9997 0.9948 0.99981 0.9994 0.9979 0.9927 0.9988 0.9938 0.9998 0.999
TFTP 0.998 0.9978 0.99991 0.9992 0.999 0.99 0.9985 0.9939 0.99985 0.9987
UDPLag  0.999 0.9781 0.99851 0.9996 0.9837 0.9951 0.9913 0.9865 0.99855 0.9979
Portmap  0.9993 0.9894 0.99974 0.9993 0.9971 0.9916 0.9982 0.9905 0.9998 0.9985

EEIS\EL:M Benign 0.99996  0.9994 0.99998 0.9999 0.9997 0.9985 0.9998 0.9989 0.99998 0.9998
DNS 0.9746 0.9985 0.99999 0.9993 0.9998 0.9919 0.9869 0.9952 0.99804 0.9993
LDAP 0.9994 0.9923 0.99786 0.9998 0.9748 0.998 0.9869 0.9951 0.99797 0.9993
MSSQL  0.9993 0.9979 0.9999 0.9999 0.9961 0.999 0.9977 0.9985 0.99927 0.9998
NetBIOS  0.9996 0.9942 0.99987 0.9998 0.9923 0.9979 0.9959 0.996 0.99984 0.9994
NTP 0.9933 0.9992 0.99959 0.9995 0.9955 0.9945 0.9944 0.9968 0.99906 0.9995
SNMP 0.9995 0.9995 0.99998 0.9995 0.9987 0.9995 0.9991 0.9995 0.99985 0.9999
SSDP 0.9982 0.9974 0.99998 1 0.9996 0.9996 0.9989 0.9985 0.99994 0.9999
uDP 0.9925 0.9993 0.99994 0.9999 0.9993 0.9878 0.9959 0.9935 0.99932 0.999
Syn 0.9987 0.9993 0.99949 0.998 0.9939 0.9993 0.9963 0.9993 0.99968 0.9998
TFTP 0.9971 0.9991 0.99999 0.9999 0.9999 0.9993 0.9985 0.9992 0.99976 0.9999
UDPLag  0.9938 0.9882 0.99999 1 0.9999 0.9996 0.9968 0.9938 0.99951 0.9991
Portmap  0.9996 0.9993 0.99985 0.9998 0.9982 0.9977 0.9989 0.9985 0.99983 0.9998

The confusion matrices Figure 10 provide detailed insights into the performance of each model, highlighting
their ability to distinguish between different types of traffic. The DNN model has 4 FP and 2 FN for Benign, with
an FPR of 0.000030 and FNR of 0.000175. Its PPV is 0.999651, indicating strong predictive performance. The
DCNN model shows near-flawless performance with 0 FP and 1 FN for Benign, resulting in an FPR of 0.000000
and FNR of 0.000087, and a PPV of 1.000000. The CNN-LSTM model has 12 FP and 13 FN for Benign, with
an FPR of 0.000035 and FNR of 0.000462, and a PPV of 0.999574. The CNN-BiLSTM model exhibits slightly
higher errors, with 8 FP and 1 FN for Benign, leading to an FPR of 0.000024 and FNR of 0.000036, and a PPV
0f 0.999716. Across all models, DCNN consistently demonstrates the lowest FPR and FNR, reflecting its superior
ability to minimize misclassifications. CNN-LSTM shows balanced performance but with slightly higher FPR and
FNR compared to DCNN. DNN and CNN-BiLSTM exhibit minor trade-offs, with DNN having higher FNR
and CNN-BiLSTM having slightly higher FPR. The PPV values are consistently high across all models, indicating
strong precision in identifying positive cases.

The confusion matrices Figure 11 provide detailed insights into the performance of each model, highlighting
their ability to distinguish between different types of traffic. The DNN model has 14 FP and 11 FN for Benign,
with an FPR of 0.000104 and FNR of 0.000961. Its PPV is 0.998778, indicating strong predictive performance.
The DCNN model shows near-flawless performance with 17 FP and 6 FN for Benign, resulting in an FPR of

Received: 21/07/2025; Revised: 02/08/2025; Accepted: 04/08/2025; Published: 13/09/2025 285



Baffa e al. (2025) Volume 1, Issue 2

0.000126 and FNR of 0.000524, and a PPV 0f 0.998517. The CNN-LSTM model has 239 FP and 3 FN for Benign,
with an FPR of 0.000707 and FNR of 0.000107, and a PPV of 0.991582. The CNN-BiLLSTM model exhibits
slightly higher errors, with 43 FP and 17 FN for Benign, leading to an FPR of 0.000127 and FNR of 0.000604,
and a PPV of 0.998474. Across all models, DCNN consistently demonstrates the lowest FPR and FNR, reflecting
its superior ability to minimize misclassifications. CNN-LSTM shows balanced performance but with slightly
higher FPR and FNR compared to DCNN. DNN and CNN-BiLSTM exhibit minor trade-offs, with DNN having
higher FNR and CNN-BiLSTM having slightly higher FPR. The PPV values are consistently high across all
models, indicating excellent precision in identifying positive cases.
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Figure 10: Confusion Matrices for Experiment C - Event 1

4.3.2. Event II: Time-Based 25 Features

DCNN retained its dominance using time-based features, achieving perfect classification for benign and SSDP,
and very high recall for all other attack types. The CNN-BiLSTM, although improved, still showed minor
misclassifications in DNS and Portmap detection. All models performed excellently, with DCNN reaching
99.98%, DNN at 99.98%, and CNN-LSTM and CNN-BiLSTM at ~99.93 — 99.98%. Additionally, the confusion
matrix in Figure 9 — Figure 10 have shown DCNN lowest FP/FN rates, confirming its robustness.
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Figure 11: Confusion Matrix for Experiment C - Event 11

5.0 Discussion

Time-based features improved detection of low-volume, slow-rate attacks as demonstrated with UDPLag, by
8-12% compared to baseline features. Demonstrated in Experiment B, CNN-BiLSTM’s Recall for UDPLag rose
from 0.9965 baseline to 0.9998 time-based, which enhanced its temporal context. Time-based features lowered
FP rates by 10-20% in Benign traffic classification as deduced from Experiment C, and for Model-Specific Gains,
CNN-BiLSTM benefited most from time-based features with an increase of 3-5% IF1- Score due to its bidirectional
LSTM layers capturing temporal dependencies. While DCNN dominated baseline feature scenarios, CNN-
BiLSTM emerged as the superior model for time-based feature analysis, leveraging bidirectional temporal learning
to reduce false positives and improve recall. This underscores the critical role of temporal dynamics in modern
NIDS, offering a pathway to robust, real-time intrusion detection in evolving cyber-threat landscapes.

5.1 Conclusion

The integration of time-based features proved crucial in improving network intrusion detection systems by
addressing the limitations of static baseline features. They also played a critical role in detecting attacks and
reducing misclassification rates. While DCNN excelled with baseline features, its performance gains were limited
when incorporating temporal data. CNN-BILSTM, however, demonstrated supetior performance in time-based
scenarios, leveraging its bidirectional nature to better capture attack patterns. These findings emphasize the need
for effective temporal feature engineering in modern NIDS, particularly as threats continue to evolve and require
real-time detection capabilities.

5.2. Future Work

Future research should explore advanced temporal feature engineering techniques, to capture more nuanced
attack behaviours. Developing hybrid architectures that combine DCNN’s spatial processing with CNN-
BiLSTM’s sequential modelling could further enhance multi-modal threat detection. Furthermore, investigating
the robustness of time-based models against adversarial attacks will be crucial in ensuring their reliability against
sophisticated evasion techniques. Extending these models to detect zero-day threats through unsupervised
learning on temporal feature clusters could also provide a proactive approach to network security. Addressing
these areas will contribute to the development of more resilient and adaptive intrusion detection systems, capable
of effectively mitigating evolving cyber threats.
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