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Abstract 
This literature review examines recent developments in privacy preservation techniques for Mobile Ad Hoc Networks (MANETs) 
through a systematic analysis of 49 peer-reviewed journal articles published between 2020 and 2025. The review focuses on four 
principal technical domains: blockchain-based privacy frameworks, advanced homomorphic encryption implementations, differential 
privacy mechanisms, and federated learning applications in mobile networks. It further addresses the convergence of these techniques 
with Internet of Things (IoT) and edge computing paradigms. The analysis reveals significant evolution in privacy preservation 
methodologies, with a discernible trend toward context-aware privacy mechanisms, lightweight cryptographic solutions tailored to 
resource-constrained environments, and hybrid approaches that integrate complementary techniques to achieve comprehensive 
protection. The review identifies the absence of standardised benchmarks, unresolved tensions between privacy and accountability, 
and the scarcity of real-world deployment studies as the most critical open challenges facing the field. The findings demonstrate 
substantial progress in addressing classical MANET privacy challenges while highlighting the novel demands introduced by 
contemporary mobile network applications, including vehicular networks, smart city infrastructure, and autonomous systems. 
  

Keywords: Mobile Ad Hoc Networks, Privacy Preservation, Homomorphic Encryption, Differential Privacy, Federated  
Learning. 

 
1.0 Introduction 

The landscape of mobile ad hoc network privacy preservation has undergone significant transformation in 
recent years, driven by the proliferation of Internet of Things (IoT) devices, advances in cryptographic techniques, 
and the emergence of blockchain technology [1]. Contemporary MANETs face unprecedented privacy challenges 
due to their integration with smart city infrastructures, autonomous vehicle networks, and ubiquitous computing 
environments [2]. The exponential growth of IoT devices creates massive volumes of high-dimensional data, 
presenting significant privacy and security challenges that traditional MANET privacy preservation techniques 
cannot adequately address [3]. 

Recent developments in privacy-preserving machine learning have introduced new paradigms for protecting 
sensitive data in distributed mobile networks [4]. Federated learning enables collaborative model training across 
multiple clients while keeping data within local systems, reducing exposure risks but still facing vulnerabilities to 
inference attacks [5]. The integration of homomorphic encryption with federated learning represents a significant 
advancement, allowing computation on encrypted data without decryption while maintaining privacy guarantees 
[6]. 

Blockchain technology has emerged as a transformative solution for trust management and privacy 
preservation in MANETs, addressing fundamental challenges of decentralized environments [7]. The technology 
provides distributed, consistent, and tamper-proof trust mechanisms that are particularly suitable for mobile ad 
hoc environments where traditional centralized trust models are impractical [8]. Contemporary research has 
focused on developing lightweight consensus algorithms specifically designed for resource-constrained mobile 
devices while maintaining the security benefits of blockchain technology. 

 
1.1 Relationship to Earlier Review Studies 

Several review researches have examined privacy preservation in mobile ad hoc networks and related 
distributed wireless environments. Notable among these are reviews focused on cryptographic approaches in 
MANETs published prior to 2020, surveys of trust management frameworks in vehicular ad hoc networks 
(VANETs), and broader treatments of security mechanisms in wireless sensor networks. While these contributions 
have established a valuable foundation, they differ substantially from the present work in scope, temporal 
coverage, and analytical perspective. 

Table 1 presents a structured comparison of this review against representative prior reviews in the domain. 
The key points of differentiation are as follows. First, regarding temporal coverage, the majority of prior reviews 
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draw upon literature published up to 2019 or 2020. This review systematically covers 49 peer-reviewed journal 
articles published between 2020 and 2025, capturing the most recent developments including post-pandemic 
acceleration in distributed network research and the rapid maturation of privacy-preserving machine learning. 
Second, with respect to technique breadth, earlier reviews tend to focus on a single class of privacy mechanism.  
For instance, exclusively examining cryptographic protocols, or limiting analysis to trust management frameworks. 
The present review takes an integrated perspective, simultaneously examining blockchain-based privacy 
frameworks, homomorphic encryption, differential privacy, federated learning, and IoT-edge computing 
convergence, and critically analysing how these techniques interact and complement one another. 

Third, concerning emerging paradigms, this review uniquely addresses the convergence of privacy 
preservation with artificial intelligence-enhanced mechanisms, quantum-resistant cryptography, and the challenges 
posed by 6G network architectures and extended reality applications - topics that were either nascent or entirely 
absent at the time of earlier reviews. Fourth, in terms of practical orientation, prior reviews have largely remained 
theoretical in character. The present review includes dedicated analysis of implementation strategies, cost-benefit 
considerations, and real-world adoption challenges in Section 8, bridging the gap between research advances and 
operational deployment. These distinctions collectively position the present review as a necessary and timely 
contribution that extends beyond existing literature rather than duplicating it. 

 
Table 1: Comparison of the present review with five representative prior reviews on privacy preservation in 

MANETs and related ad hoc network environments 
Feature This 

Review 
Ferrag et 
al. (2017) 
[9] 

Manivannan et 
al. (2020) [10] 

Mundhe et 
al. (2021) 
[11] 

Lwin et al. 
(2020) [7] 

Han et al. 
(2024) [13] 

Coverage period 2020-
2025 

2008-2016 2010-2019 2010-2020 2017-2020 2019-2023 

Network focus MANET 
/IoT 

MSN/ 
VSN 

VANET VANET MANET Federated 
Nets 

Blockchain 
privacy 

✓ ✗ Partial Partial ✓ ✓ 

Homomorphic 
encryption 

✓ ✗ ✗ ✗ ✗ ✓ 

Differential 
privacy 

✓ ✗ ✗ ✗ ✗ ✓ 

Federated 
learning 

✓ ✗ ✗ ✗ ✗ ✓ 

IoT/edge 
integration 

✓ ✗ ✗ ✗ ✗ Partial 

AI-enhanced 
privacy 

✓ ✗ ✗ ✗ ✗ Partial 

Quantum-
resistant 
approaches 

✓ ✗ ✗ ✗ ✗ ✗ 

Practical 
deployment 
analysis 

✓ ✗ ✗ ✗ ✗ ✗ 

Open research 
challenges 

✓ Partial Partial Partial ✗ Partial 

✓ = fully covered; ✗ = not covered; Partial = partially addressed.  [A]-[E] = reference labels used in the table 
(Source: Asaolu et al. (2026)  

 
Table 1 compares the present review against five representative prior review articles that address privacy 

preservation in MANETs and closely related ad hoc network environments. The selected prior reviews span the 
period 2017 to 2024 and collectively represent the main review traditions in this domain: surveys of privacy in ad 
hoc social and vehicular networks, authentication and privacy-preserving schemes in VANETs, trust management 
in MANETs, and federated learning security.  

Ferrag et al. [9], examined privacy-preserving schemes for ad hoc social networks published between 2008 and 
2016. It provided comprehensive analysis of location, identity, and content privacy in mobile and vehicular social 
networks, but predates the emergence of blockchain-centric trust management, federated learning, and differential 
privacy as dominant paradigms in the field, and does not address IoT integration or practical deployment. 
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Manivannan et al. [10], surveyed secure authentication and privacy-preserving techniques specifically in 
vehicular ad hoc networks (VANETs). While it provides authoritative coverage of cryptographic authentication 
mechanisms for vehicular environments, its scope is limited to VANETs and does not extend to the broader 
MANET landscape, federated learning, differential privacy, or blockchain-based trust management beyond 
authentication. 

Mundhe et al. [11], presented a comprehensive survey of authentication and privacy-preserving schemes in 
VANETs up to 2020. It classifies schemes by cryptographic technique type but, like Review B, is limited to 
vehicular environments and does not address federated learning, differential privacy mechanisms, IoT integration, 
or edge computing. 

Lwin et al. [7], is one of the few prior reviews directly focused on trust management and privacy in MANETs 
rather than VANETs. However, its primary contribution is a blockchain-based trust management proposal rather 
than a systematic literature review, and it does not cover homomorphic encryption, differential privacy, federated 
learning, or practical deployment analysis. 

Han and colleagues [12], surveyed security strategies in federated learning with attention to privacy. While it 
provides useful coverage of differential privacy and blockchain-enabled federated learning, it is not focused on 
MANET environments specifically and does not address MANET-specific challenges such as resource-
constrained routing, dynamic topology, or multi-hop privacy propagation. 

The present review differs from all five prior works in five key respects: (i) temporal scope, covering 2020-
2025 and thus capturing the most recent five years of advances; (ii) breadth, simultaneously covering blockchain, 
homomorphic encryption, differential privacy, and federated learning within a unified MANET context; (iii) 
inclusion of emerging topics such as quantum-resistant cryptography and AI-enhanced privacy mechanisms; (iv) 
explicit treatment of IoT and edge computing convergence with MANET privacy; and (v) dedicated analysis of 
practical implementation strategies, cost-benefit considerations, and real-world adoption challenges in Section 8. 

 
2. Methodology 

This review employed a comprehensive search strategy targeting peer-reviewed journal articles published 
between January 2017 and December 2025.  Inclusion criteria required articles to focus specifically on privacy 
preservation techniques in MANET environments, present novel methodological contributions, include 
experimental validation or theoretical analysis, and demonstrate relevance to contemporary mobile network 
applications.  

 
3. Contemporary Privacy Preservation Techniques 
3.1 Blockchain-Based Privacy and Trust Management 

Recent advances in blockchain technology have revolutionized privacy preservation and trust management in 
MANETs. [7] introduced a groundbreaking blockchain-based trust management system with a lightweight 
consensus algorithm specifically designed for mobile ad hoc networks. Their proposed delegated proof-of-trust 
(DPoT) consensus mechanism achieves reasonable validation times while maintaining the distributed and tamper-
proof characteristics essential for MANET environments. The system addresses the fundamental challenge of 
adapting blockchain's computationally intensive validation processes for resource-constrained mobile devices. 

Figure 1 presents a blockchain-based network where multiple interconnected nodes operate in a decentralized 
peer-to-peer structure. Each node participates in validating and sharing transactions, ensuring distributed 
consensus without a central authority. The lower section shows the blockchain ledger, composed of sequentially 
linked blocks (namely: Blocks 0 to n), each containing transactions and timestamps. These blocks are 
cryptographically connected, ensuring immutability and data integrity. Overall, the figure illustrates how 
decentralized nodes and a tamper-proof ledger combine to provide secure, transparent, and privacy-preserving 
data management in MANET environments.  

The integration of blockchain with optimized link state routing protocol (OLSR) demonstrates how 
distributed ledger technology can solve security issues inherent in traditional MANET routing protocols [7]. The 
blockchain serves as a secure distributed platform where each node no longer needs to perform security operations 
individually and repetitively, instead relying on the collective validation of the network. This approach significantly 
reduces computational overhead while providing enhanced security guarantees through the immutable nature of 
blockchain records.    

Ahmed and Al-Shareeda [8] advanced the field by proposing a privacy-preserving blockchain-based 
authentication and trust management framework specifically for vehicular ad hoc networks (VANETs), a 
specialized form of MANET. Their scheme enables vehicles to send messages anonymously to roadside units 
while protecting identity privacy through sophisticated cryptographic mechanisms. The framework addresses the 
critical challenge of false information dissemination, which represents one of the most dangerous security threats 
in vehicular networks where malicious messages about traffic conditions can lead to accidents and traffic 
disruptions.  
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Figure 1: Blockchain Network Architecture [7] 

 
Recent developments have focused on lightweight consortium blockchain implementations that balance 

security with efficiency requirements of mobile networks. [13] introduced a consortium blockchain-assisted 
certificateless conditional privacy-preserving authentication mechanism for VANETs that significantly reduces 
node authentication overhead while maintaining strong privacy guarantees. Their approach leverages the semi-
decentralized nature of consortium blockchain technology to achieve optimal performance for practical 
deployment scenarios. 

The evolution toward context-aware blockchain-based trust management represents another significant 
advancement. Recent work by [14] proposed blockchain-assisted privacy-preserving and context-aware trust 
management frameworks that adapt to varying VANET conditions including traffic density, vehicle velocity, and 
communication patterns. These systems demonstrate the ability to maintain privacy protection while adjusting 
trust evaluation mechanisms based on environmental context, addressing the dynamic nature of mobile ad hoc 
networks. 

 
3.2 Advanced Homomorphic Encryption Applications 

Homomorphic encryption has experienced substantial advancement in recent years, with new schemes 
specifically optimized for mobile and IoT environments. [6] provided comprehensive analysis of recent advances 
in privacy-preserving machine learning based on fully homomorphic encryption, highlighting significant 
improvements in computational efficiency and practical applicability. The research demonstrates that modern 
FHE implementations can achieve reasonable performance levels for mobile device deployment, marking a 
substantial improvement over earlier schemes that were primarily theoretical. 

The development of approximate homomorphic encryption schemes has opened new possibilities for privacy-
preserving computation in resource-constrained environments. [7] presented a comprehensive survey of 
approximate homomorphic encryption-based privacy-preserving machine learning, emphasizing advantages for 
voice processing, image analysis, and sensor data computation in mobile networks. Their analysis reveals that 
approximate schemes can achieve significantly better performance than exact homomorphic encryption while 
maintaining sufficient privacy guarantees for most practical applications. 

Recent implementations have focused on specialized hardware acceleration to make homomorphic encryption 
practical for mobile deployment. Xu et al. [8] demonstrated privacy-preserving frameworks using homomorphic 
encryption for smart metering systems that can be adapted for MANET applications. Their work shows that 
modern implementations can achieve encryption/decryption operations suitable for real-time applications while 
maintaining strong privacy guarantees through techniques such as the Cheon-Kim-Kim-Song (CKKS) scheme 
optimized for approximate arithmetic [13]. 

The integration of homomorphic encryption with federated learning represents a particularly promising 
direction for MANET privacy preservation. Recent work has demonstrated that FedNIC architectures can 
leverage SmartNIC technology to offload homomorphic encryption operations, achieving significant performance 
improvements [14]. These developments make privacy-preserving distributed learning feasible in mobile ad hoc 
environments where computational resources are limited but privacy requirements are stringent. 

Advanced applications of homomorphic encryption have extended to specialized domains including biometric 
security and facial recognition systems. Yang et al. [12] proposed efficient face information encryption and 
verification schemes based on full homomorphic encryption that address critical compliance gaps in biometric 
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data protection. Their hybrid encryption approach combines dimensionality reduction with advanced 
homomorphic encryption algorithms to achieve practical performance levels while maintaining regulatory 
compliance with privacy mandates. 

 
3.3 Differential Privacy Mechanisms 

Differential privacy has emerged as a fundamental framework for providing mathematically rigorous privacy 
guarantees in mobile network applications [13]. Recent research has focused on adapting differential privacy 
mechanisms for the unique challenges of MANET environments, including high mobility, dynamic topology, and 
resource constraints. Li et al. [14] demonstrated how differential privacy can be integrated with homomorphic 
encryption to provide enhanced security guarantees for approximate encryption schemes, addressing 
vulnerabilities identified in traditional formulations. 

Contemporary implementations have addressed the challenge of parameter selection and privacy budget 
management in mobile environments. [15] proposed differential privacy-preserving IoT data sharing mechanisms 
using enhanced particle swarm optimization for parameter tuning. Their approach demonstrated how machine 
learning techniques can optimize differential privacy parameters to achieve optimal privacy-utility trade-offs in 
dynamic mobile network conditions.  

The application of differential privacy to federated learning in mobile networks has received substantial 
attention. Chamikara et al. [16] addressed the challenge of managing noise and privacy budget in high-dimensional 
neural network parameters by adding noise to input data rather than model parameters. This approach proves 
particularly effective for MANET environments where bandwidth limitations make transmitting noisy high-
dimensional models impractical. Recent developments have explored the combination of differential privacy with 
secure multiparty computation to provide enhanced protection in collaborative learning scenarios. [17] 
demonstrated comprehensive approaches to multiparty secure additions with differential privacy, showing how 
distributed noise generation can provide strong privacy guarantees even against sophisticated adversaries with 
background knowledge about the network. 

Advanced differential privacy mechanisms have been developed specifically for streaming data and real-time 
applications common in MANET environments. These mechanisms address the challenge of providing privacy 
guarantees for continuous data streams while maintaining utility for applications such as traffic monitoring, 
environmental sensing, and emergency response coordination [18]. 

 
3.4 Privacy-Preserving Federated Learning 

Federated learning represents a paradigm shift in privacy-preserving machine learning that aligns naturally 
with the distributed nature of MANETs [19]. Recent advances have addressed fundamental challenges including 
communication efficiency, robustness to device heterogeneity, and protection against inference attacks. [5] 
demonstrated privacy-preserving federated learning approaches for specialized applications including airline 
optimization that can be adapted for mobile network environments. 

The integration of advanced cryptographic techniques with federated learning has enabled sophisticated 
privacy protection mechanisms. Research has shown how homomorphic encryption can be combined with 
federated learning to provide computation on encrypted model updates, ensuring that even the aggregating server 
cannot access individual participant contributions [10]. These developments are particularly relevant for MANET 
applications where participants may not trust central coordinators. 

Recent work has addressed the challenge of Byzantine robustness in federated learning systems deployed in 
adversarial MANET environments. Advanced aggregation algorithms such as Krum and its variants provide 
mechanisms for trusted model updates in the presence of compromised clients, though the computational 
overhead remains a challenge for resource-constrained mobile devices [25]. 

The development of personalized federated learning approaches addresses the heterogeneity inherent in 
MANET environments where different nodes may have varying computational capabilities, data distributions, and 
privacy requirements [26]. These approaches enable adaptive privacy protection that can adjust based on local 
conditions and requirements while maintaining global model utility. 

Contemporary research has explored the application of federated learning to specific MANET use cases 
including vehicle-to-everything (V2X) communications, smart city applications, and emergency response networks 
[27]. These applications demonstrate the practical benefits of federated learning for enabling collaborative 
intelligence while preserving the privacy of sensitive location, behaviour, and communication data. A taxonomy 
of privacy preservation techniques is presented in Figure 2. 

 
3.5 IoT Integration and Edge Computing Privacy 

The convergence of MANETs with IoT ecosystems has created new privacy challenges that require innovative 
solutions addressing device heterogeneity, massive scale, and diverse privacy requirements. [28] presented 
comprehensive approaches for privacy-preserving IoT networks using statistical learning with optimization 
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algorithms specifically designed for high-dimensional big data environments. Their work demonstrates how 
modern machine learning techniques can be adapted to provide privacy protection across diverse IoT device types 
and capabilities. 
 

 
Figure 2: A Taxonomy of privacy preservation techniques 

 
Recent research has focused on developing privacy-preserving edge computing frameworks that bring 

computation closer to data sources while maintaining strong privacy guarantees [29]. These frameworks address 
latency requirements of real-time applications while ensuring that sensitive data remains protected during 
processing and transmission. The approach is particularly relevant for MANET-IoT integration where centralized 
cloud processing may not be feasible due to connectivity constraints. 

Advanced privacy-preserving techniques have been developed for specific IoT applications including 
smart metering, environmental monitoring, and healthcare data collection. [30] demonstrated privacy-preserving 
frameworks using homomorphic encryption for smart metering systems that can be extended to broader IoT-
MANET integration scenarios. Their work shows how specialized encryption schemes can be optimized for 
different types of IoT data while maintaining practical performance levels. The development of privacy-preserving 
machine learning techniques specifically for IoT environments has addressed challenges including resource 
constraints, data heterogeneity, and real-time processing requirements [26]. Recent approaches leverage techniques 
such as knowledge distillation, model compression, and adaptive computation to make sophisticated privacy-
preserving algorithms feasible for deployment on resource-constrained IoT devices. 

Contemporary research has explored the integration of blockchain technology with IoT-MANET systems 
in order to provide decentralized privacy protection and trust management. These approaches address the 
challenge of managing privacy and trust across heterogeneous device ecosystems while maintaining scalability and 
efficiency required for large-scale deployments. 

 
4. Performance Analysis and Comparative Assessment 
4.1 Computational Efficiency Advances 

Recent advances in privacy preservation techniques have achieved significant improvements in 
computational efficiency, making practical deployment in resource-constrained MANET environments 
increasingly feasible. Homomorphic encryption implementations have benefited from specialized hardware 
acceleration and algorithmic optimizations, with modern schemes achieving encryption speeds suitable for real-
time applications [6]. The development of approximate homomorphic encryption has reduced computational 
overhead by 2-10 times compared to exact schemes while maintaining sufficient accuracy for most practical 
applications. Table 2 highlights a comparison of empirical results from a number of reviewed studies. 
 

 Blockchain-based trust management systems have achieved substantial efficiency improvements through 
lightweight consensus mechanisms. The delegated proof-of-trust (DPoT) algorithm demonstrates validation times 
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reduced by 60-80% compared to traditional proof-of-work systems while maintaining security properties essential 
for trust management applications [7]. These improvements make blockchain technology practical for mobile 
devices with limited computational resources. 

 
Table 2: Empirical Results from Reviewed Studies (2020-2025) 

Study Technique Metric Result Dataset/Scenario 

Lwin et al. 
2020 [7] 

Blockchain 
DPoT 

Validation time 
reduction 

60-80% vs PoW 100-node MANET 

Bhat et al. 
2024 [13] 

Blockchain 
VANET 

Authentication time 12.5ms  average 1,000 vehicles 

Hong 2025[6] Approximate 
HE 

Performance gain 2-10x vs exact 
HE 

ML workloads 

Xu et al. 2023 
[8] 

HE CKKS Encryption speed 500 
readings/sec 

10K smart meters 

Dhavamani et 
al. 2024 [19] 

DP + PSO Utility retention 85% at ε=0.5 IoT high-dimensional 
data 

Chen & 
Huang 2025 
[5] 

Federated 
Learning 

Communication 
reduction 

70-90% Airline optimization 

Kumar et al. 
2024 [14] 

FL + HE 
SmartNIC 

Model accuracy 94.2% (96.1% 
central) 

MNIST, 100 clients 

 
Differential privacy implementations have benefited from optimized noise generation algorithms and 

adaptive parameter selection mechanisms. Recent approaches using machine learning for privacy parameter 
optimization achieve 30-50% improvements in privacy-utility trade-offs compared to static parameter selection 
methods [19]. These optimizations are crucial for MANET applications where privacy requirements must be 
balanced with communication efficiency and service quality. 

Federated learning implementations have achieved significant reductions in communication overhead 
through techniques such as gradient compression, selective model updates, and adaptive communication 
scheduling. Recent systems demonstrate 70-90% reductions in communication costs while maintaining model 
accuracy within acceptable bounds for privacy-preserving applications [5]. A comparison of the performance 
metrics across these techniques is presented in Table 3. 

 
Table 3: Comparison of Performance Metrics across studies 

Technique Complexity Latency (ms) Energy (mJ) Accuracy Loss Scalability 

Blockchain 
(DPoT) 

O(n) 50-200 5-15 0% 100-10K nodes 

Homomorphic 
Encryption 

O(n²-n³) 100-500 50-200 1-5% 10-1K nodes 

Differential 
Privacy 

O(n) 1-10 0.1-1 5-20% 1M+ records 

Federated 
Learning 

O(k×m) 1000-5000 100-500 5-10% 10K+ clients 

 
4.2 Energy Efficiency Considerations 

Energy efficiency represents a critical consideration for privacy preservation techniques deployed in battery-
powered mobile devices [4]. Recent research has focused on developing energy-aware privacy mechanisms that 
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adapt protection levels based on available energy resources and application requirements. Advanced 
implementations achieve 40-60% reductions in energy consumption through techniques such as adaptive 
encryption strength, selective privacy protection, and collaborative computation offloading. 

Blockchain implementations have addressed energy efficiency through consensus mechanism optimization 
and selective participation strategies. Lightweight consensus algorithms reduce energy consumption by 80-90% 
compared to traditional proof-of-work systems while maintaining security guarantees sufficient for trust 
management applications in MANET environments [8]. 

Homomorphic encryption systems have benefited from hardware acceleration and algorithmic optimizations 
that reduce energy consumption for cryptographic operations. Modern implementations using specialized 
cryptographic processors achieve 5-10 times improvements in energy efficiency compared to software-only 
implementations, making practical deployment on mobile devices feasible [31]. 

The development of energy-aware federated learning systems addresses the challenge of maintaining 
privacy protection while minimizing battery drain on mobile devices. These systems employ techniques such as 
adaptive model complexity, selective participation, and energy-based client selection to optimize energy 
consumption while maintaining privacy guarantees and model utility. 
 
4.3 Privacy-Utility Trade-off Analysis 

Contemporary privacy preservation techniques have achieved significant improvements in privacy-utility 
trade-offs through advanced optimization algorithms and adaptive mechanisms [32]. Differential privacy 
implementations using machine learning-based parameter optimization achieve substantial improvements in 
maintaining data utility while providing strong privacy guarantees. These approaches demonstrate 20-40% 
improvements in utility preservation compared to traditional fixed-parameter methods. 

Homomorphic encryption schemes have evolved to provide better control over privacy-utility trade-offs 
through techniques such as selective encryption, hybrid encryption approaches, and adaptive precision control. 
Recent implementations allow fine-grained adjustment of privacy protection levels based on data sensitivity and 
application requirements while maintaining computational efficiency [33]. 

Blockchain-based trust management systems provide excellent privacy protection with minimal impact on 
network utility through optimized consensus mechanisms and efficient trust computation algorithms [34]. These 
systems demonstrate the ability to maintain high levels of trust accuracy while providing strong privacy guarantees 
for node identity and behaviour information. 

Federated learning implementations have addressed privacy-utility trade-offs through advanced aggregation 
algorithms, personalized privacy protection, and adaptive model complexity. Recent approaches achieve strong 
privacy protection against inference attacks while maintaining model accuracy within 5-10% of centralized training 
approaches, representing significant improvements over earlier federated learning systems [35]. 
 
5. Emerging Applications and Use Cases 
5.1 Autonomous Vehicle Networks 

The integration of privacy preservation techniques with autonomous vehicle networks represents a critical 
application area for recent MANET research. Contemporary VANETs require sophisticated privacy protection 
mechanisms to protect sensitive location data, driving patterns, and personal information while enabling safety-
critical communications. Recent blockchain-based trust management systems provide distributed authentication 
and privacy protection specifically designed for high-mobility vehicular environments [8]. 

Advanced homomorphic encryption implementations enable privacy-preserving computation on vehicle 
sensor data, allowing collaborative traffic optimization and safety analysis without exposing individual vehicle 
information. These systems demonstrate the ability to perform complex computations on encrypted data including 
traffic flow analysis, collision prediction, and route optimization while maintaining strong privacy guarantees for 
participating vehicles [36]. 

Differential privacy mechanisms have been adapted for vehicular applications to provide privacy protection 
for location-based services while maintaining service quality [37]. Recent implementations achieve optimal privacy-
utility trade-offs for applications including traffic monitoring, parking assistance, and emergency response 
coordination. These systems address the challenge of providing useful aggregate information while protecting 
individual vehicle privacy. 

Federated learning applications in autonomous vehicle networks enable collaborative machine learning for 
applications such as traffic pattern recognition, autonomous driving model improvement, and predictive 
maintenance without requiring vehicles to share sensitive operational data. Recent implementations demonstrate 
significant improvements in model accuracy while maintaining strong privacy protection for vehicle operators 
[30]. 
 
5.2 Smart City Infrastructure 
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Smart city applications represent another critical use case for privacy-preserving MANET technologies, 
requiring protection of citizen privacy while enabling intelligent city services. Recent research has demonstrated 
how blockchain-based privacy frameworks can provide decentralized identity management and service access 
control for smart city applications while protecting citizen privacy and enabling transparent governance [14]. 

Homomorphic encryption enables privacy-preserving analytics on smart city data including traffic patterns, 
energy consumption, and environmental monitoring while protecting individual citizen privacy [15]. Recent 
implementations demonstrate the ability to perform sophisticated urban analytics while maintaining strong privacy 
guarantees for data contributors. These systems enable evidence-based urban planning and service optimization 
without compromising citizen privacy. 

Differential privacy mechanisms provide mathematically rigorous privacy guarantees for smart city data 
sharing and analytics applications. Recent implementations achieve optimal privacy-utility trade-offs for 
applications including population monitoring, service demand prediction, and resource allocation optimization. 
These systems enable data-driven city management while providing strong privacy protection for citizens. IoT 
integration in smart city MANET applications has benefited from recent advances in privacy-preserving edge 
computing and distributed machine learning [39]. These systems enable real-time privacy-preserving analytics on 
massive IoT data streams while maintaining service quality and citizen privacy protection. 
 
5.3 Healthcare and Emergency Response 

Healthcare applications of privacy-preserving MANET technologies address critical requirements for 
protecting sensitive medical data while enabling emergency response and collaborative care. Recent advances in 
federated learning enable collaborative medical research and treatment optimization without requiring sharing of 
sensitive patient data. These systems demonstrate significant potential for improving healthcare outcomes while 
maintaining strict privacy protection for patient information [40]. 

Homomorphic encryption applications in healthcare MANETs enable secure computation on encrypted 
medical data for applications including epidemiological research, treatment effectiveness analysis, and drug 
discovery. Recent implementations demonstrate the ability to perform complex medical analytics while 
maintaining HIPAA compliance and strong patient privacy protection [41]. 

Emergency response applications benefit from privacy-preserving location sharing and communication 
technologies that enable rapid response coordination while protecting citizen privacy [42]. Recent blockchain-
based systems provide trusted emergency communication networks that maintain privacy protection even in 
disaster scenarios where traditional infrastructure may be compromised. 

The integration of privacy-preserving machine learning with emergency response networks enables predictive 
analytics for disaster preparedness and response optimization while protecting sensitive location and personal 
information. These systems demonstrate the ability to improve emergency response effectiveness while 
maintaining privacy protection for affected populations [43]. 
 
6. Security Analysis and Threat Modeling 
6.1 Advanced Attack Resistance 

Contemporary privacy preservation techniques have evolved to address sophisticated attack vectors including 
inference attacks, reconstruction attacks, and correlation attacks that exploit multiple data sources. Recent research 
has demonstrated that modern homomorphic encryption schemes combined with differential privacy provide 
robust protection against membership inference attacks, which attempt to determine whether specific individuals 
participated in a dataset [17]. 

Blockchain-based privacy systems have proven resistant to various attack types including Sybil attacks, eclipse 
attacks, and double-spending attacks through advanced consensus mechanisms and validation protocols. Recent 
implementations demonstrate resilience against coordinated attacks involving multiple malicious nodes while 
maintaining network functionality and privacy guarantees [7]. 

Advanced federated learning systems have incorporated robust aggregation mechanisms that provide 
protection against model poisoning attacks, gradient leakage attacks, and backdoor attacks. These systems employ 
techniques such as Byzantine-robust aggregation, gradient compression with noise addition, and differential 
privacy to maintain model integrity while protecting participant privacy [5]. 

The development of adaptive security mechanisms enables privacy preservation systems to adjust protection 
levels based on detected threat levels and attack patterns [44]. These systems demonstrate the ability to maintain 
strong privacy protection while adapting to evolving attack strategies and maintaining system performance. 
 
6.2 Privacy Guarantee Analysis 

Recent advances in privacy preservation techniques provide mathematically rigorous privacy guarantees that 
can be formally verified and analyzed. Differential privacy implementations provide quantifiable privacy 
guarantees through epsilon and delta parameters that bound the maximum privacy leakage even in worst-case 
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scenarios. Recent research has demonstrated how these guarantees can be maintained across multiple privacy-
preserving operations including data sharing, computation, and result publication. An analysis is presented in Table 
4. 

 
Table 4: Privacy Guarantees and Security Properties 

Technique Privacy Model Formal 
Proof 

Attack Resistance Adversary Composability 

Blockchain BFT Consensus 
proofs 

Sybil, eclipse, 51% Byzantine 
f<n/3 

Sequential 

Homomorphic 
Encryption 

Semantic security IND-
CPA/CCA2 

Chosen-
plaintext/ciphertext 

Malicious Multiplicative 

Differential 
Privacy 

Indistinguishability ε,δ-DP 
proof 

Membership 
inference, 
reconstruction 

Arbitrary 
knowledge 

Parallel & 
sequential 

Federated 
Learning 

Data minimization With 
DP/HE 

Model poisoning, 
gradient leakage 

Honest-but-
curious 

Limited 

 
Homomorphic encryption schemes provide computational privacy guarantees that ensure encrypted data 

cannot be accessed by unauthorized parties even during computation [45]. Recent implementations have achieved 
semantic security guarantees that protect against chosen-plaintext attacks and chosen-ciphertext attacks while 
maintaining computational efficiency for practical applications. 

Blockchain-based privacy systems provide immutability and transparency guarantees that enable verifiable 
privacy protection while maintaining accountability for authorized access. These systems demonstrate the ability 
to provide strong privacy protection while enabling audit and compliance verification for regulatory requirements. 
Federated learning implementations provide privacy guarantees against various inference attacks through 
techniques such as differential privacy, secure aggregation, and homomorphic encryption. Recent research has 
demonstrated formal privacy analysis frameworks that can quantify privacy leakage bounds for complex federated 
learning scenarios involving multiple participants and computation rounds. 
 
6.3 Compliance and Regulatory Considerations 

Contemporary privacy preservation techniques have been designed to address increasing regulatory 
requirements including GDPR, CCPA, and emerging privacy legislation worldwide. Recent implementations 
demonstrate compliance with data protection principles including data minimization, purpose limitation, and 
individual rights while maintaining functionality for critical applications [16]. 

Blockchain-based privacy systems provide auditable privacy protection that enables compliance verification 
while maintaining strong privacy guarantees. These systems demonstrate the ability to provide evidence of privacy 
protection for regulatory compliance while preventing unauthorized access to sensitive data [46]. 

Homomorphic encryption implementations address regulatory requirements for data protection during 
processing and storage while enabling legitimate business and research applications [47]. Recent schemes provide 
provable security guarantees that meet regulatory standards for protecting sensitive data including financial 
information, healthcare data, and personal identifying information. The development of privacy-by-design 
frameworks ensures that privacy protection is integrated into system architecture from the beginning rather than 
added as an afterthought. These frameworks demonstrate how contemporary privacy preservation techniques can 
be systematically integrated into complex systems while maintaining regulatory compliance and operational 
efficiency. 

 
7. Future Directions and Research Opportunities 
7.1 Quantum-Resistant Privacy Mechanisms 

The emergence of quantum computing technologies represents both a challenge and an opportunity for 
privacy preservation in MANETs. Recent research has begun exploring post-quantum cryptographic techniques 
that can provide privacy protection even against quantum adversaries [48]. These approaches include lattice-based 
cryptography, hash-based signatures, and code-based encryption schemes that maintain security guarantees in 
quantum computing environments. 

The development of quantum-enhanced privacy protection mechanisms offers potential for unconditional 
security guarantees based on physical principles rather than computational assumptions [49]. Quantum key 
distribution and quantum-secure communication protocols could provide provably secure privacy protection for 
critical MANET applications, though practical implementation challenges remain significant. Integration of 
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quantum-resistant techniques with existing privacy preservation frameworks requires careful consideration of 
computational overhead, key management complexity, and backward compatibility [50]. Early research suggests 
that while quantum-resistant approaches may require additional computational resources, they provide essential 
long-term privacy protection for critical applications. 
 
7.2 Artificial Intelligence for Privacy Enhancement 

The application of artificial intelligence techniques to privacy preservation represents a rapidly evolving 
research direction with significant potential for improving both privacy protection effectiveness and system 
efficiency. Machine learning approaches can optimize privacy parameters, predict privacy threats, and adapt 
protection mechanisms to changing conditions while maintaining strong privacy guarantees [51]. 

AI-enhanced privacy systems can automatically configure privacy settings based on learned user preferences, 
threat patterns, and system constraints [52]. Deep learning techniques can identify privacy vulnerabilities and 
recommend appropriate protection measures for specific scenarios, enabling adaptive privacy protection that 
improves over time. The integration of AI with privacy preservation should address the privacy implications of 
AI systems themselves, including the need for privacy-preserving machine learning algorithms that do not leak 
sensitive information about training data or user behaviour. Modern federated learning and differential privacy 
techniques offer promising solutions to these issues.  
 
7.3 Cross-Domain Privacy Interoperability 

Developing privacy techniques that work across multiple domains is crucial for protecting users in diverse 
network environments, though such frameworks must reconcile differing privacy requirements, trust models, and 
technical standards. Standardization efforts and industry collaboration could drive broader adoption of privacy 
protections by ensuring interoperability across systems, while integrating these safeguards with emerging 
technologies like 6G networks, extended reality, and autonomous systems demands innovative approaches that 
address novel privacy challenges without sacrificing compatibility with existing infrastructure.  

 
7.4 Open Research Challenges 

Despite the substantial advances documented in this review, numerous open problems remain unresolved in 
the domain of privacy preservation for mobile ad hoc networks. Explicitly identifying these gaps is essential for 
directing future research effort toward areas of genuine need. The following challenges represent some of the 
most critical open questions based on analysis of the reviewed literature. 
 
7.4.1 Absence of Standardised Benchmarks and Evaluation Frameworks 

A persistent obstacle to progress in MANET privacy research is the lack of standardised benchmarks and 
evaluation frameworks. The reviewed literature reveals considerable heterogeneity in how privacy mechanisms are 
evaluated: different works employ different simulation tools, network topologies, mobility models, traffic patterns, 
and adversary assumptions, making direct comparison between proposed techniques practically impossible. No 
widely adopted benchmark dataset or simulation environment has emerged for evaluating privacy preservation in 
MANETs in the way that datasets such as MNIST or CIFAR have standardised evaluation in machine learning. 
Future work must prioritise the development of community-agreed benchmark suites that capture realistic 
MANET conditions, including dynamic topology changes, resource heterogeneity, and multi-adversary threat 
models. 
 
7.4.2 Resolving the Tension Between Privacy and Accountability 

A fundamental and still largely unresolved tension exists between privacy preservation and accountability in 
decentralised trust management systems. Strong privacy mechanisms, particularly those using pseudonymity, 
unlinkability, and zero-knowledge proofs can prevent legitimate identification of malicious nodes, creating safe 
havens for attackers operating within the network. Conversely, accountability mechanisms that enable tracing of 
misbehaviour can undermine the privacy guarantees that protect legitimate users. Current solutions achieve only 
partial reconciliation of this trade-off through conditional privacy schemes, but robust cryptographic frameworks 
that simultaneously guarantee full anonymity for honest users and guaranteed accountability for malicious actors 
remain an open research challenge. 
 
7.4.3 Cross-Domain Privacy Interoperability 

Modern communication environments increasingly require mobile nodes to traverse multiple network 
domains with different privacy frameworks, trust models, and regulatory regimes. A vehicle moving through an 
urban environment, for instance, may simultaneously interact with a VANET, a smart city IoT network, a cellular 
network, and private enterprise infrastructure, each governed by different privacy policies. No comprehensive 
framework currently exists for maintaining consistent and composable privacy guarantees as mobile nodes 
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transition between these domains. Open problems include formal models for privacy policy composition, 
lightweight protocols for privacy context handover during inter-domain transitions, and mechanisms for resolving 
conflicts between incompatible privacy requirements. 
 
7.4.4 Privacy Preservation in Emerging MANET Architectures 

Emerging network paradigms are creating new categories of MANET-like environments for which existing 
privacy frameworks were not designed. Autonomous vehicle platoons, drone swarms used in emergency response 
and surveillance applications, extended reality collaborative environments, and satellite-ground integrated 
networks all exhibit MANET-like characteristics such as decentralisation, mobility, and dynamic topology. While 
introducing unique privacy challenges related to their specific application contexts. Privacy mechanisms that are 
effective in traditional pedestrian or vehicular MANET scenarios may require fundamental redesign to address 
the distinct threat models, communication patterns, and regulatory environments of these emerging architectures.  

Proactive research into privacy preservation for these next-generation MANET variants is essential to avoid 
the pattern observed historically, in which security and privacy are retrofitted as afterthoughts. 

 
8. Implications for Practice and Deployment 
8.1 Implementation Strategies 

Successful deployment of contemporary privacy preservation techniques in real-world MANET environments 
requires careful consideration of implementation strategies that balance privacy protection with practical 
constraints including performance requirements, resource limitations, and user acceptance. Recent research has 
demonstrated the importance of gradual deployment approaches that allow systems to adapt and optimize privacy 
protection based on operational experience. Hybrid approaches that combine multiple privacy preservation 
techniques often provide superior protection and performance compared to single-technique solutions. Recent 
implementations demonstrate how blockchain, homomorphic encryption, and differential privacy can be 
integrated to provide comprehensive privacy protection while maintaining acceptable performance levels for 
practical applications. 

The development of privacy-aware middleware and frameworks can simplify the integration of privacy 
preservation techniques into existing applications and systems. These frameworks provide standardized interfaces 
and optimized implementations that reduce the complexity of deploying advanced privacy protection mechanisms 
while ensuring correct implementation and strong security guarantees. 

 
8.2 Cost-Benefit Analysis 

Comprehensive cost-benefit analysis of privacy preservation techniques must consider multiple factors 
including implementation costs, operational overhead, privacy protection benefits, and risk mitigation value. 
Recent studies demonstrate that while privacy preservation techniques require additional computational and 
communication resources, the benefits often justify the costs for applications involving sensitive data or critical 
operations. The total cost of ownership for privacy preservation systems includes initial implementation costs, 
ongoing operational expenses, maintenance requirements, and potential costs of privacy breaches. Recent analysis 
shows that proactive privacy protection typically provides superior cost-effectiveness compared to reactive 
approaches that attempt to address privacy violations after they occur [53]. 

Return on investment calculations for privacy preservation must consider both direct benefits such as 
regulatory compliance and risk mitigation, and indirect benefits including improved user trust, competitive 
advantage, and market differentiation. Recent market analysis demonstrates increasing value placed on privacy 
protection by consumers and enterprises. 

 
8.3 Adoption Challenges and Solutions 

Successful deployment requires user education through transparent communication about privacy 
mechanisms and their benefits, while technical integration demands careful planning, staged rollouts, and pilot 
programs to address compatibility, performance, and maintenance challenges. Organizational and regulatory 
hurdles including compliance, policy development, and staff training necessitate comprehensive change 
management to integrate privacy technologies into existing operational frameworks. 
 
9. Conclusions 

This literature review of recent advances in privacy preservation techniques for Mobile Ad Hoc Networks 
reveals substantial progress in addressing fundamental privacy challenges while introducing innovative solutions 
for contemporary mobile network applications. This study discusses significant evolution in privacy preservation 
methodologies, with emerging trends toward integrated approaches that combine multiple complementary 
techniques to achieve comprehensive privacy protection. 
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9.1 Key Technological Advances 
The integration of blockchain technology with mobile ad hoc networks has emerged as a transformative 

approach for providing distributed trust management and privacy protection without relying on centralized 
authorities. Recent developments in lightweight consensus mechanisms, particularly delegated proof-of-trust 
algorithms, have made blockchain technology practical for resource-constrained mobile devices while maintaining 
strong security guarantees. These advances address fundamental challenges of traditional trust management 
systems in decentralized environments while providing tamper-proof records and transparent governance 
mechanisms. 

Homomorphic encryption has achieved significant maturity for practical deployment in mobile networks, with 
approximate homomorphic encryption schemes providing substantial performance improvements while 
maintaining sufficient accuracy for most applications. The development of hardware acceleration techniques and 
specialized cryptographic processors has reduced computational overhead to levels suitable for real-time 
applications on mobile devices. These advances enable secure computation on encrypted data without exposing 
sensitive information, addressing critical privacy requirements for collaborative applications in mobile networks. 

Differential privacy has evolved from a theoretical framework to practical implementations that provide 
mathematically rigorous privacy guarantees while maintaining data utility for legitimate applications. Recent 
developments in adaptive parameter optimization using machine learning techniques have achieved significant 
improvements in privacy-utility trade-offs, making differential privacy suitable for diverse mobile network 
applications including location-based services, traffic monitoring, and emergency response systems. 

 
9.2 Methodological Contributions 

Contemporary research has demonstrated the effectiveness of hybrid approaches that combine multiple 
privacy preservation techniques to address complex privacy requirements in heterogeneous mobile network 
environments [54]. The integration of blockchain technology with homomorphic encryption provides both 
distributed trust management and secure computation capabilities, while the combination of differential privacy 
with federated learning enables collaborative machine learning with strong privacy guarantees. 

The development of context-aware privacy mechanisms represents a significant methodological advancement, 
enabling adaptive privacy protection that adjusts based on environmental conditions, threat levels, and application 
requirements. These approaches address the dynamic nature of mobile ad hoc networks while maintaining strong 
privacy guarantees across varying operational conditions. Performance optimization techniques including 
hardware acceleration, algorithmic improvements, and selective privacy protection have made sophisticated 
privacy preservation mechanisms practical for deployment on resource-constrained mobile devices. These 
optimizations address traditional barriers to privacy preservation deployment while maintaining strong security 
guarantees. 
 
9.4 Future Research Directions 

Future research must address quantum computing threats through quantum-resistant mechanisms, leverage 
AI for adaptive privacy systems, and tackle cross-domain interoperability challenges. Standardization efforts and 
industry collaboration on common frameworks are essential for accelerating adoption and ensuring compatibility 
across diverse systems and applications. The continued evolution of mobile network technologies including 6G 
networks, edge computing, and extended reality applications will require novel privacy preservation approaches 
that can address the unique challenges of these advanced technologies while maintaining compatibility with 
existing systems and regulatory requirements. 

 
9.5 Research Implications 

This literature review reveals that privacy preservation in MANETs has evolved from isolated solutions 
addressing specific privacy aspects to comprehensive frameworks that provide integrated privacy protection across 
multiple dimensions. The trend toward hybrid approaches combining complementary techniques suggests that 
future research should focus on developing unified frameworks that can address complex privacy requirements 
while maintaining practical efficiency. 

Recent research increasingly prioritizes practical deployment over pure theory, highlighting the need for 
implementation studies, performance optimization, and user acceptance research to translate innovations into real-
world applications. Integration with blockchain, AI, and quantum computing underscores the value of 
interdisciplinary approaches in addressing privacy challenges within complex technological ecosystems, though 
future work must balance these cross-domain explorations with practical applicability and deployment feasibility. 
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